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RFSENTRY

Huntington Ingalls Industries' (HII) RFsentry is perpetually adapted to customers’ specific spectrum monitoring needs.

RFsentry grew out of HIl's extensive experience designing and
building prototypes to fulfill specific customer requirements. The
fixed or portable setup satisfies the need for real-time automated
monitoring of the EM environment. RFsentry's portable version
does not require infrastructure and is easy to quickly set up
and take down in a wide range of environments. Users can
track spectrum use, recognize changes or anomalous signals,
and identify potential sources of transmissions, unintentional
interference, or jamming. RFsentry can alert users to threshold
violations as they occur.

CAPABILITIES

RFsentry is a sophisticated spectrum monitoring capability that
uses a combination of antennas, receivers, interfacing hardware,
and customized software developed by HIl. The system is able
to conduct long-term continuous monitoring and reporting of
the spectrum or conduct short-term characterizations of the
RF environment.

Multiple configurations of hardware and software address the
user’s needs, with each configuration expandable to address
changing requirements. The remote service allows for 24/7
unattended operations monitoring and evaluating the spectrum,
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with remote access and control and notification. It can store data
for retrieval and analysis using signal playback, spectrum plots,
and signal correlation with frequency assignment databases. We
continue adding new capabilities such as the implementation of
ML algorithms to detect unusual EM activity and classify signals
based on their characteristics.

FEATURES
e Intuitive user interface and controls for complete
system control

« |dentifies and classifies the nature and severity of intentional

or unintentional electromagnetic interference or signals

e Allows traversing through historic trace records
collected overtime

e Extracts key signal characteristics such as frequency,
amplitude, and bandwidth

« Alerts an operator when signals meeting user-defined criteria
are detected

e Determines the signal direction of arrival
« Stores signal externals for post analysis

 Assists the operator in locating and identifying signals
of interest
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MONITORING SERVICE
» Adaptable to multiple Commercial Off-the-Shelf (COTS) sensors and
custom-built software-defined radios

» Designed to support an endless combination of antennas, receivers,
filters, amplifiers, and interfacing hardware

« Default, customizable, or pre-set configurations for ease of use and
accurate measurements

« Features secure login with configurable user permissions for different
levels of access

REMOTE SERVICE

» Permits control of the spectrum monitoring service and provides reporting and visualization of the RF

signals detected

» Central dashboard application offers an at-a-glance summary of all sites and the status of the RF environment

with color codes that indicate the level of severity
« Detailed view for each monitoring station shows individual interference event data for a specific site
« Visualization and archival backup of interference data
« Features secure login with configurable user permissions for different levels of access

B Userq (Spectrum Client Hybrid -RF Sensor) i 0o %

File Edit View Tools Help

EBDO

-13.0
-26.0
-390
-52.0
-65.0

s | £h
Py

Power (dBm)

-104.0
-117.0

1750.000 1820.000 1890.000 1960.000 2030.000 2100.000 2170.000 2240.000 2310.000 2380.000
Frequency (MHzZ) [Marker: 2272 536 MHz, -94 aBm]

Current Playback Archive

Frequency (M.. Ba.. DF.. Durati. A.. Inter.. #Dete.. C. P. First Detection - MM/DD/YY... Serial Number Az. Chant Properties Tx Database
21163 125 — 03 85 24 4 N ¥ 06/2172021 11:02:39 not found Raceived Sipmal Lavel ve Azimuen Angie
2111950 7 - 00 87 2 0 N Y not found = =
2115975 7700 114 B 12w M ¥ ¥ not found
2127612 138.. - 00 54 1349 1 Y ¥ not found
2147.037 4. --- 32 82 1085 147 Y ¥ not found /
2153425 175 02 84 &0 2 N ¥ not found f
2153.950 W0 - 03 2 21 25 N ¥ not found {
2154.563 175 - 04 82 305 53 N ¥ not found ,f
2163487 S5 - 22 80 89 175 Y OY  06/21/2021 11:02:59 not found I\
2166.550 17 - 00 -8 21 0 Y ¥ 06/21/2021 11:03:09 not found ‘\\
2167.775 2100 - 05 84 445 104 N Y 06/21/2021 11:02:59 not found N
2169.000 175 0.0 4 0 N ¥ 06/21/2021 11:03:04 not found
2169.438 525 0.5 -3 198 30 Y ¥ 062172021 11:02:59 not found
2175125 9450 7 9 1331 18 Y Y 06/2172021 11:0259 not found CIE ®peax
Level
Connected Current: 14 Hybrid Manual Az%— EI*:0.0

Single terminal view

About Huntington Ingalls Industries, Technical Solutions:

Building on a legacy of more than a century of naval shipbuilding, Huntington Ingalls Industries’ Technical Solutions division provides

mission-critical national security solutions to a wide variety of government and commercial customers worldwide. Comprising
more than 7000 professionals worldwide, our unique national security services portfolio includes unmanned systems, nuclear
and environmental services, intelligence, surveillance and reconnaissance (ISR), cyber and electronic warfare, live, virtual and

constructive (LVC) training solutions, and fleet sustainment and logistics. For more information, visit tsd.huntingtoningalls.com.
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CONTACT:

Steve Barnes
240646.3507 (office)
4102719327 (mobile)
steve.barnes@hii-tsd.com
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