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Renew/Reapply FIS Certificates

Before you begin, please note:

e This document is a quick reference guide to renew your certificates.

e You will need your login credentials and the expiring certificates to complete the renewal process.

e Renewing your certificates will not expire/revoke or remove your existing certificates from your browser. Contact your IT
Administrator for policies related to removing expired/revoked certificates.

e  For more information, refer to www.myexostar.com.

In this document, we will review the following information:
e Renew Certificates Vs. Re-apply for certificates

e  Apply for Certificate Renewal

e Download the renewed certificate

e Re-apply for certificates

e Download reapplied certificate
e Disable/Remove Old Certificate
o All Users — Remove certificates

o Users with Restricted access or Locked down computers- Disable certificate

e Use new certificate to access ForumPass

o Renewal error messages

o Error#l:You are not currently logged in with your certificates

o  Error #2: Certificate not eligible for renewal

o  Error #3: Error with your digital certificates

Renew Certificates vs. Re-apply for certificates

What is difference between renewing your certificate and re-applying for a new one?

If you have a certificate that will expire within 90 days, you are able to complete renewal request for the certificate. When
you renew a certificate, you provide all information to the FIS Administrator (FISA) to approve you for the correct certificate.
In addition, irrespective of the type of certificate you are renewing, you will receive the passcode to download the certificate
in an email. You can only renew a non-expired certificate.

You can always re-apply for a new certificate. You will generally re-apply for a new certificate:
1. If you want to upgrade from Basic Level of assurance (BLOA - Identity) to either BLOA (Secure Email) or Medium
Level of Assurance (MLOA) certificates.
2. If your current certificate has expired. If you re-apply for an MLOA certificate, you will be required to complete face-
to-face proofing session with an Exostar Trusted Agent.

What are the benefits or renewing expiring certificates vs. reapplying for a new one?
1. If you have an MLOA certificate that is expiring, you will not have to go through face-to-face proofing session with an
Exostar Trusted agent.
2. All renewal emails related to the expiring certificate will stop.
3. The FISS will not make a mistake in approving your request as the FISA can only approve you for the certificate
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Apply for Certificate Renewal

Step 1. Login to MAG
You will need your login credentials to login to MAG. Access Exostar MAG by clicking here: https://portal.exostar.com.

Step 2. Access you account information
Once logged in, click on “My Account” tab. Click on “Manage Certificates” sub-tab.

EXOSTAR’

Account Management About Us | Help | Logout

User: Seema Gupta
Organization: SeemaTestCo

Applications Administration | Registration Regquests

Edit Profile View Organization Details Change Email Change Password Change Security Questionl; Manage Certificates ‘

Step 3. Renew certificates

Click on Renew certificates tab to display the following screen. If you are not logged-in with any digital certificates, you will be
required to log-in with the certificates that you are attempting to renew.

Applications 'im’

Edit Profile View Organization Details Change Email Change F Change Security Questions | Manage Certificates

View Certificates | Recover Encryption Keys | Revoke Certificatds Renew Certificates | REETIT

[You are currently not logged in with your certificate.

o

To renew your certificates, you will need o login with yvour certificate.

Click on the link on the message screen to select the certificates you want to renew.

Choose a digital certificate 7| =]

 Identification
"'-., The website you want ko wiew requests identification,
[

Flease choose a certificate,

Marme | Issuer :l
9 sharma_3876(Ide,.. Exostar FIS UAT Certificate ..
Seema Gupka_46z4(,.. Exostar FIS UAT Certificate ..
kestS bestS_9417(1d... Exostar FIS UAT Certificate ..
leona waz_EPA_TPR... Exostar TEST FIS Signing C4 :
Seema Gupta_B9Z1(,.. Exostar TEST FIS Signing C4 :
LN e[ eauN o PP Eocostar AT FIS Signing CA 2
5 Sharma_3876(Ide... Exostar FIS UAT Certificate .. -
: ! _>I_I

al

Maore Info... | EiewCertiFicate...l

K I Cancel |
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Select the certificate to renew. You will be presented with the certificate expiration information and a Renew button. At the

top right-hand corner, you can also see the certificate credential strength based on the certificate you selected.

User; Do not renew MLOA SW & BLOA |
Organization: Exostar Test

Credential Strength: Medium Cerbficates|

1f you need further assistance, please contact Exostar Customer Support.

o ()

Edit Profile  View Organization Details Change Email Change Password Change Security Questions = Manage Certificates

View Certificates  Recover Encryption Keys  Revoke Certificates JEGLARER Dol Reapply

he certificate that you are currently logged in with is due to expire on Mon Aug 02 12:53:26 EDT 2010, and is eligible for renewal. Click the 'Renew’ button below to start the process.

Tarma of Aevays | Prvacy | Contact Ug | Copyright © 2007 Exestar LLC. Al rights resarvad
EXOSTAR'

Click on Renew.

Federated Identity Service (FIS) Sponsor codes [optional]:

User: Do not renew MLOA SW & BLOA I
Organization: Exostar Test

User Registration Upgrade

Enter comma separated sponsor codes

You do not need to request additional certificates if you already have another MAG account with the same type of certificates.

Terms of Access | Privacy | Sontact Us | Copyright 2007 Exostar LLC. All rights reserved

EXOSTAR'

Provide a sponsor code if one is available to you. It is an optional field and can be left blank. Click on Next>>.

Submission Confirmation
Thank you for submitting your registration request. Your request will now be p d by Exostar i ion for and approval.

Once your icatien has been d, you will be d by Exestar Customer Service within the next 24-72 hours, after which you can access Exostar Products and Services that you have
selected.

If you choose to contact Exostar before that, our Customer Service Team is available Menday through Friday 3 a.m, to 9 p.m, EST, Please use reference number SIG_1279393376722 when you
contact Exestar Customer Service.

‘You may clase your browser at any time or click hitp:/fwww.exostar.com to go to Exostar's homepage.
Customer Service:
World Wide:

Phone: 1-703-793-7800
Faw: 1-703- 793- 7062

United Kingdom:
Phone: 0203 3007093
Fax: 1-703-793- 7962

The Confirmation page will be displayed.

Next Steps:

Once you have submitted your certificate renewal request , the following actions will happen:

1.

You will receive two confirmation emails that your request for renewal has been submitted to the FIS Administrator

(FISA) for approval.
The FISA receives a notification to approve your request.

If the FISA approves your request, you will receive an approval email with a passcode to download your certificates.

Credential Strength: Medum Certificates
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Follow the steps in the Download renewed certificates section for information on how to download your renewed

Renew/Reapply FIS Certificates

certificates.

Download renewed Certificate

IMPORTANT: To download your renewed certificates:
1. You will need to login to MAG with your User ID & password AND the certificates that you have renewed.
2. You will need the passcode received in certificate renewal approval email.

If you do not login with your digital certificates, you will NOT be able to download your new certificates. If you have renewed
your BLOA certificates, you will need to login with your current BLOA certificate. If you renewed your MLOA certificates, you
need to login with your current MLOA certificates.

Step 1. Login to MAG
You will need your login credentials to login to MAG. Access MAG here to login with your certificates.

Step 2. Access you account information
Once logged in, click on My Account tab. Click on Manage Certificates/Renew Certificates sub-tab.

EXOSTAR’

ccoun anac en
Account Manat About Us | Help | Logout

User: Seema Gupta
Organization: SeemaTestCo

Applications Administration | Registration Requests

Edit Profile View Organization Details Change Email Change Password Change Security Questionls | Manage Certificates | ‘

Step 2: Enter the Passcode

You will receive the Passcode in an email from Exostar acknowledging your approval for FIS subscription. Enter the
passcode and click Submit.

Applications  JUMIESTT

Edit Profile View Organization Details Change Email Change Password Change Security Questions Manage Certificates

View Certificates  Recover Encryption Keys  Revoke Certificates Reapply

Passcode:

| Submit | | Reset |

Helpful Tips:
o Make sure your system meets the requirements for downioading certificates.

o Enter your entire 16 digit Passcode including hyphens (<), Avoud extra spaces,

o Need additional help? Refer Qnling Help for FIS
o See an error on this page? Find out more.
o If your Passcode is lost or compromised, start ranan FIS Cadtificates process

Note: Once you start, your request will go through the approval process and you will receive an email notification regarding next steps.,
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IMPORTANT: The Passcode is a 16 digit number separated by hyphens, for example: 1234-5678-1234-5678. You
must enter all the characters including the hyphens.

Note: The Passcode is NOT the same as your MAG login password.
Step 3: Download Certificate
If you entered your passcode correctly, you will be able to start the certificate download process.

From this point onwards, the process of downloading re-applied certificates is same as downloading a new
certificate. For detailed information on downloading BLOA or MLOA certificates, refer to the Manage Certificates
section of the MAG User Guide.

Re-apply for a new Certificate

Step 1. Login to MAG
You will need your login credentials to login to MAG. Access Exostar MAG by clicking here: https://portal.exostar.com.

Step 2. Access you account information
Once logged in, click on “My Account” tab. Click on “Manage Certificates” sub-tab.

EXOSTAR’

Account Management About Us | Help | Logout

User: Seema Gupta
Organization: SeemaTestCo

Applications Administration | Registration Reguests

Edit Profile View Organization Details Change Email Change Password Change Security Question4 Manage Certificates ‘

Step 3. Reapply for certificates

Click on Reapply tab to display the following screen. Click on the Reapply button to complete the renewal process. You will
receive an acknowledgement page.

Applications lim’ Administration Registration Requests

Edit Profile View Organization Details Change Email Change Password Change Security Questions | Manage Certificates

View Certificates | Revoke Certificates

[You may reapply for FIS Certificates for any of the following reasons:

* Your certificates have been revoked
* Your certificates have expired
* Your company administrator has instructed you to reapply for FIS certificates

Note: Once you reapply, your request will go through the approval proce and vou will receive email notification regarding the next steps.
Reapply

Step 4. Enter the sponsor code

If you have received a sponsor code, enter it here and click Next. Please note that this is not a required field.
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EXOSTAR’

Registration

About Us |

User Registration Upgrade

STEP 1 STEP 2
Personal Information Products & Services

Products & Services

FIS sponsor codes: | J Enter comma separated sponsor codes

F

Cancel | [ Next>> |

ferms of Use | Contact Us | Copyright © 2007 Exostar LLC. All rights reserved

You will receive an acknowledgement at this time (see below).

IMPORTANT: Please do not use the browser back button at this time. This may lead to errors. To return to your
Portal applications page, click on the browser link as highlighted below.
EXOSTAR’ =

Registration About Us |

Submission Confirmation

Thank you for submitting your registration request. Your request will now be processed by Exostar administration for validation and approval.

Once your application has been processed, you will be contacted by Exostar Customer Service within the next 24-72 hours, after which you can access Exostar Products
and Services that you have selected.

If vou choose to contact Exostar before that, our Customer Service Team is available Monday through Friday 3 a.m. to 9 p.m. EST. Please use reference number

88 when you contact Exostar Customer Service.
Click here to return fo the Portal Applications page.

Customer Support:
World Wide:

Phone: 1-703-793-7800
Fax: 1-703-793-7962

United Kingdom:
Toll Free Phene: 0 800 917-2435
Fax: 1-703-793-7962

Email: customerservice@exostar.com

Terms of Use | Contact Us | Copyright @ 2007 Exostar LLC. All rights reserved

Approvals:
Following submission of the request, the following activities take place:

1. Your company’s FIS administrator approves your request for Basic Level Of Assurance Certificate.
2. Exostar receives the approval from your FIS administrator and completes the approval process.

Once the approval process is completed, you will receive an email with a passcode to download the new
certificates. Refer to next section for details.

Download reapplied Certificates

The process of downloading re-applied certificates is same as downloading a new certificate. For detailed
information on downloading BLOA or MLOA certificates, refer to the Manage Certificates section of the MAG
User Guide. Quick reference information is provided below:
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Step 1: Login to MAG

Login to your Exostar MAG account and access ‘My Account’.Click on ‘Manage Certificates’. You will be
presented the following screen.

Applications liwi

Edit Profile Change Email Change Password Change Security Questions| Manage Certificates

LR Rl 1l View Certificates | Rewvoke Certificates

Passcode: | |

| sSubmit | | Reset |

If vour Passcode is lost or comprammiEed, vou may Reabbly Tor Fis Certieate

Note: Once you reapply, your request will go through the approval process and you will receive email notification regarding the next
steps.

NOTE: You will only be able to see ‘Download Certificates’ sub-tab under ‘Manage Certificates’ only when you
have an approved FIS request pending certificate download. If no certificates are available for download, you
will not view this sub-tab.

Step 2: Enter the Passcode

You will receive the Passcode in an email from Exostar acknowledging your approval for FIS subscription. Enter
the passcode and click Submit.

IMPORTANT: The Passcode is a 16 digit number separated by hyphens, for example: 1234-5678-1234-5678. You
must enter all the characters including the hyphens.

Note: The Passcode is NOT the same as your MAG login password.
Step 3: Download Certificate

If you entered your passcode correctly, you will see the certificate that you can download. After you have
downloaded your certificates successfully, you will see a confirmation message on your screen.

Disable/Remove Old Certificate

All users: (remove certificates)

NOTE: Exostar recommends removing the expired certificate to ensure that the user is not presented with
multiple certificates at the time of accessing ForumPass application.

To start the process, open an Internet Explorer browser window.
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Click Tools/Internet
Options/Content/Certificates (see

Internet Options

right). If you are unable to access this

| General | Security | Privady | Conkent

onneckions || Programs || .ﬁ.dvanced|

age, you may have a locked-
(F; g '/y tri ty q ter. Refer t Content Advisar
OWI"I. restricte .c.ompu er: eterto @ Ratings help you control the Internet content that can be
the Disable Certificate section. . wiewed on this computer,
[ Enable... Settings
Certificates
Use certificates for encryprted connections and identification,
[ Clear 551 skake [ Certificates ] [ Publishiers ]
Aukoiomplete
= = Auto”omplete stores previous entries Setkings ]
= on webpages and suggests matches
for vou.
Feeds
@ Feeds provide updated cantent Fram [ Settings ]
B websites that can be read in Inkernet
Explorer and ather programs.
[ [0]:4 ] [ Cancel apply
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The following screen will be
presented. Select the certificate
that you wish to remove. Check
the Expiration date as highlighted
on the right. Click on Remove.

The following message will be
presented. Click Yes.

Certificales T

Iterded purpose: | <Al v

Personal | Other Pecple | Entermediate Cortification Authorities | Trusted Root Certficatior © *

| ssuedTo Issued By Expratio.. FriendyNeme A
[Edseema Gupta_5005... Exostar FISUAT Certi... 12/30/2000  Sewma Gupta
[Elseema Gugts_5005... Exostar FIS UAT Certi.. Seema Gupts

[mpat... | [[eport... | [ remove | [ Advarced... |

Certficabe inbercled purpodes
Secure Emad, 2.5.29.30.0

(e ]

Certificates

i ' ‘: fou cannot decrypt data encryphed using the certificates, Do you want to delete the certificates?

[Yes H Nn]
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Renew/Reapply FIS Certificates

Users with Restricted access/locked down computers: (disable certificates)

From the Applications tab, click Open Application to open ForumPass. Follow the steps to disable your

old certificate.

The following window is
presented to you. Click View
Certificate.

Check the validity of the certificate
(highlighted on right). The validity
date provides the date on which
your certificate will expire. If this is
the certificate set to expire, click
on Details.

Choose a digital certificate

Identification

. The website you want to view requests identification.
Please choose a certificate.

| Name Issuer A
| Seema Gupta_S005(Identity) Exostar FIS Ly
Seema Gupta_SO00S(Identity) Exoster FIS Wy
¥
; >
[ More Info... ] [Wcmfm]

Certificate

Certificate Information

This certiflicate is intended for the following purpose{s):

= Proves yvour identity to a remote compuber
*] . 3.6.1.4.1.24019.1.1.1.11
*Smart Card Logon

2 5. 29.37.0

Issued bo:  Seema Gupba_SO0S(Tdentity)

Issued by: Exestar FIS UAT Certificate authority

Vabid from  2/2772008 o 252752009

[<1T] E-] C o

Copyright ©2009 Exostar LLC. All rights reserved
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Certificate
The following screen is presented: General | Details | Certification Path |
Shows: | <l w

Field YWalue Sl
E'u'ersiu:un W3 !
=l serial number 3d 00 00 00 0001 &F ]
ESignature algorithrn shalRSA y
EIssuer Exnstar FIS UAT Certificate ...
E'-.-'alid From Tuesday, January 27, 2009 1...
E'u'alid ko wWednesday, December 30, 20...
ESubject Seema Gupta_S005(Encrypkio...
[Elpubiic ke RSA (2045 Eits) bl

[Edit Properties, .. ] [ Copy bo File. ., ]

Click on Edit Properties. Select the Certificate Properties
" H H N
Disable all purposes for this “General | Cross Certificates|
certificate. Click Apply.
Friendly narme: ISeema Gupta
Description: I

NOTE: This step does not delete or
revoke your certificate. You will EeTtiffrate e
continue to view the certificate (#) Enable all purposes for thiz certificate

(3 Dizable all purpozes faor this certificate

The certificate will appear as () Enable only the following purposes
follows: Moke: You may only edit certificate purposes that are allowed by
the certification path. h

¥ Secure Email
F 28529370

< i’ | =

Add Purposze...

[ ak ] [ Cancel ] [ Apply ]
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Using New Certificate to Access ForumPass

All Users
If not already logged-in to Exostar MAG, login to your account. From the Applications tab, click Open
Application to open ForumPass. You should be presented with the certificate list.

Choose a digital certificate

Identification

The website vou want to view reguests identification.
' Plzase choose a certificate.

Mame Issuer
Seema Gupka_6191 Exostar FIS Certificate Auth, ..

[ Mare Infa... ] ['-.-'iew CertiFicate...]

Ok [ Cancel ]

Select the Certificate and click OK. You will be presented with ForumPass application.

Users with restricted access/lockdown computers
If not already logged-in to Exostar MAG, login to your account. From the Applications tab, click Open

Application to open ForumPass. You should be presented with the certificate list again.

The following window is presented Choose a digital certificate

to you. Click View Certificate.
Identification
The website you want to view requests identification.
' Pleasa choose a certificate.

[ Name Issuer ~
Sesma Gupta_SO005(Identity) Exostar FIS W
Seema Gupta_SO00S(Identity) Exoster FIS Wy

v
< >
[ More Info... Jl [!bw CertﬂcateJ
[ ox  J[ conca |

Copyright ©2009 Exostar LLC. All rights reserved Page 13 of 15



EXOSTAR'

Check the validity of the certificate. [ (7 x|

Renew/Reapply FIS Certificates

The disabled Certificate will appear
as highlighted on the right. Click

OK to go back and select the new
certificate. You will be presented E% ificate Information

with the ForumPass application.

Genersl | Details | Certification Path |

All the intended purposes of this certificate could not
be verified.

-

Issued bta:  Seems Gupts_SO0S{Identity)
Issued by: Exostar FIS UAT Certificate futhority

Yalid from  2/27/2008 to 272772009
'?@ You have a private key that corresponds to this certificate,

Note: Select your Digital Certificate, if prompted. You may also be prompted with additional dialogue boxes

including Signing Data with Your Private Exchange Key and a Security Alert —For both these dialogue boxes, click
Yes or OK.

Renewal Error Messages

Error #1: You are not currently logged in with your certificates

Applications llm’
Edit Profile View Organization Details Change Email Change P d Change Security Questions | Manage Certificates

View Certificates | Recover Encryption Keys | Revoke Certificates ([T Ie nilvic=8 Reapply

Renew FIS certificates

ou are currently not logged in with your certificate.

o renew your certificates, you will need to login with yvour certificate.

This error message is presented when the user is attempting to renew certificates but is not logged in with the expiring
certificates. Click on the link highlighted in blue in the error message and you will be presented with the certificate selection
list (if your IE is set to present the certificates to choose) or the system will automatically pick up a valid certificate and
complete the login process. You should then the renew button if your certificate is eligible for renewal.
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Renew/Reapply FIS Certificates
Error #2: Certificate not eligible for renewal

Edit Profile View Organization Details Change Email Change P:

d Change Security Questions | Manage Certificates

View Certificates | Recover Encryption Keys | Revoke Certificates [ =108 Reapply
Renew FIS certificates

[The certificate that you are currently logged in with is not eligible for renewal at this time. However, if you have other certificates, they may or
may not be eligible. To check eligibility, logout of MAG and log back in using those certificates. You can only renew the certificates that you are
logged into MAG with.

If you need further assistance contact Exostar Customer Support.

This message is presented if your certificate is not eligible for renewal. A certificate can be renewed any time from 90 days
prior to the expiration date to the date of expiry.

Error #3: Error with your digital certificates

We are sorry!

This page is displayed because of an error with your digital certificates:
« You may be using expired, corrupted, or revoked certificates; or
+« There may be an issue with the encryption connection.

Please verify that the certificates that you are using are valid, unexpired certs for this action. Click here for information regarding the
possible cause and corrective action to resolve this problem.

Follow the link provided in the error message for detailed information on how to resolve this error.
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